Personal Data Breach
The information below published by Norelid Advokatbyrå and/or its employees is only to be
considered general information and does not constitute, nor should it be used as, professional legal
advice. There is a risk that the information is not complete or not entirely updated. Any use of the
information is at the risk of the user.

What is a Personal Data Breach?
A data breach is defined in the GDPR as a breach of security leading to the unauthorized disclosure
of, or access to, personal data transmitted, stored or otherwise processed.
While this could happen if a third party, such as a hacker, gains access to a company’s data, it is much
more likely to occur because of human error and lack of protocols at the data controller or the data
processor.
Where a security incident takes place, it is important to establish whether a personal data breach has
occurred, and if so, take steps to address such a breach. For a data controller or data processor to be
able to both limit and manage a personal data breach within the short notification window stipulated
by the GDPR, it is necessary for any organisation processing personal data to have implemented a data
breach policy that is well understood within the organisation.
What to do
Once a personal data breach is discovered, it is important to try to identify and limit the data breach
and its adverse effects. Furthermore, it is necessary to ascertain whether the breach is likely to result in
a high risk to the rights and freedoms of the data subjects.
A breach can have a range of negative effects on individuals, which include emotional distress, and
physical and material damage. Some personal data breaches will not lead to risks beyond possible
inconvenience to those who need the data to do their job. Other breaches can significantly affect the
individuals whose personal data has been compromised. If the latter is the case, then the controller is
obligated to communicate the personal data breach to the data subject without undue delay.
A data breach must be reported to the competent supervisory authority without undue delay and no
later than 72 hours after having become aware of it.
The Swedish Authority for Privacy Protection provides a number of different forms online through
which a controller is supposed to make such a notification. After answering a few initial questions, the
Swedish Authority for Privacy Protection will indicate what form is best suited for your situation. The
questions and forms can be found here.
It should be noted that it is very important to document any and all personal data breaches, comprising
the facts relating to the personal data breach, its effects and any remedial action taken as the
supervisory authority will use such documentation to verify the controller’s and/or processor’s
compliance with the GDPR. An organisation that does not comply with the provisions of the GDPR
risks hefty administrative fines.
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Personal Data Breach
Checklist – 72 Hours After Identifying a Personal Data Breach
☐ Try to stay calm even if a personal data breach by its nature is a stressful event.
☐ Identify at what time your organisation became aware of the personal data breach. This time is
most likely the start of the 72-hour notification window.
☐ Contact legal expertise as soon as possible. We are available 24/7 and can be contacted via our
Cyber Incident Number +46 8 26 10 00.
☐ Determine whether or not the personal data breach needs to be notified to the supervisory
authority.
☐ Identify other specialist consultants that your organisation needs to manage the response to the
breach.
o Do you, for example, require the assistance of:
▪ IT forensic specialists?
▪ IT recovery specialists?
▪ PR specialists?
▪ Crisis management consultants?
☐ Notify your insurance company.
☐ Identify if the breach covers more than one country and if additional measures need to be
taken in accordance with the GDPR and other regulations.
☐ Appoint one or more person(s) to lead and coordinate the incident response between different
departments, the management and outside consultants as an Incident Manager. It is oftentimes
preferable to appoint an external counsel to this role.
☐ Attempt to limit the data breach’s adverse effects both to your business and to the data subject
affected by the breach. Document the taken measures.
☐ Identify the nature of the personal data breach and the categories and approximate numbers of
data subjects and personal data records concerned.
☐ Estimate whether the breach is likely to result in a high risk to the rights and freedoms of the
data subjects. If yes, the data subjects affected by the breach most likely have to be informed
of the breach without undue delay. Make sure that any notification to data subjects contain at
least the following information:
o a description of the nature of the breach
o name and contact information to the Data Protection Officer or another point of
contact.
o the likely consequences of the breach.
o a description of the measures, taken or planned, that aim to lessen the impact of the
adverse effects caused by the breach.
☐ Notify the supervisory authority of the personal data breach within 72 hours. Notify the
supervisory authority even if you do not yet have all the details regarding the breach. An
initial notification to the Swedish Authority for Privacy Protection can be supplemented at a
later date.
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Personal Data Breach
Checklist – after the first 72 hours
☐ Continually evaluate if the notification to the supervisory authority needs to be amended as the
investigation into the breach continues.
☐ Ensure that your organisation has and maintains an acceptable level of compliance with the
GDPR and other applicable legislation. Should the supervisory authority choose to further
investigate the breach, it is important that the affected organisation has “its house in order”.
☐ Ensure that root cause of the breach (human error, malign attack, lacking internal routines etc.)
is addressed and fixed to minimize the risk of a repeated breach.
☐ Assess and evaluate what technical and organisational measures could be taken in order to
prevent further personal data breaches in general.
☐ Appoint a designated point of contact for any follow-up questions from the supervisory
authority and from the affected data subjects
☐ Make sure that your organisation is prepared to answer questions from the supervisory
authority and the data subjects.
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