Controller vs. Processor
The information below published by Norelid Advokatbyrå and/or its employees is only to be
considered general information and does not constitute, nor should it be used as, professional legal
advice. There is a risk that the information is not complete or not entirely updated. Any use of the
information is at the risk of the user.

What is the Difference?
According to the GDPR, the data controller is the natural or legal person, public authority, agency or
other body which, alone or jointly with others, determines the purpose and means of the processing of
the personal data (“Controller”). In contrast, the data processor is the natural or legal person, public
authority, agency or other body which process the personal data on behalf of the controller
(“Processor”).
Given that both the Controller and the Processor can face direct enforcement and serious penalties for
not complying with the GDPR, it is important to know not only if your organisation is a Controller or
a Processor but also what obligations these different roles encompass.
The Controller’s Obligations
The Controller has the biggest responsibility when it comes to protecting the privacy and rights of the
data subjects.
The Controller is responsible for implementing appropriate technical and organisational measures to
ensure and to be able to demonstrate that processing is performed in accordance with the GDPR. The
measures are to be reviewed and updated where necessary. The Controller must furthermore inform
the data subjects of essential information concerning the data processing and must also give the data
subject the right information concerning the collected data pertaining to the data subject.
Each Controller and, where applicable, the controller's representative, shall maintain a record of
processing activities.
While it is entirely possible for the Controller to process the personal data on its own, usually at least
some of a Controller’s data is also processed by a Processor. When utilizing a Processor, the
Controller is obliged to make sure that the Processor provides sufficient guarantees to implement
appropriate technical and organisational measures in such a manner that processing will meet the
requirements of the GDPR.
The Processors’ Obligations
The Processor, as well as any person acting under the authority of the Controller or of the Processor,
and who has access to personal data, shall not process those data except on instructions from the
Controller (unless required to do so by Union or Member State law).
The Processors’ obligations shall be governed by a data processing agreement (review our checklist
regarding Data Processing Agreements for more information).
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The Processor must ensure that persons authorized to process the Controller’s personal data have
committed themselves to confidentiality. The Processor is obligated to assist the Controller in ensuring
compliance with the GDPR, which includes having appropriate technical and organisational measures
in place, making available all information necessary to demonstrate compliance with the GDPR and
deleting or returning all personal data to the Controller after the end of the provision of services. The
Processor should also assist the Controller in obtaining approval from the supervisory authority where
required.
Furthermore, the Processor is not authorized to engage another processor, i.e., a sub-processor,
without the Controller’s written approval. When the Processor engages a sub-processor, the former is
obligated to inform the Controller of any intended changes concerning the addition or replacement of
such sub-processor in order for the Controller has the opportunity to object to any such changes.
Checklist – are you a Controller
☐ Do you collect personal data?
☐ Do you decide what to collect?
☐ Do you decide to change or modify the data that you collect?
☐ Do you decide where and how to use the data and for what purpose?
☐ Can you decide whether to keep the data in house or to share it with third parties?
☐ Do you decide how long the data is kept and when to dispose of it?
➔ If yes to the above, you are likely a data controller.
Checklist – are you a Processor?
☐ Are you instructed to store personal data gathered from another party?
☐ Are you instructed or tasked by another party to design, create and implement IT-processes
and systems that would enable the other party to gather personal data?
☐ Are you instructed to use tools and strategies to gather personal data by another party?
☐ Are you instructed to implement security measures to safeguard the personal data by another
party?
☐ Are you instructed to transfer data from the other party to another entity and vice versa?

➔ If yes to the above, you are likely a data processor.
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