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Learn about which country has had the most violations of the GDPR during 2020, the pending 

decisions you need to keep up with during 2021 and much more in this edition of Norelid Law Firm’s 

Cyber News Letter.  

2020 in numbers 

Norelid Law Firm’s summary of the GDPR-year in numbers. 

The total sum of GDPR fines in the EU during 2020 was € 306.3 million. The most 

common GDPR violation was insufficient legal basis for data processing (article 6).  

Spain was, with 76 fined violations, the country with the most GDPR violations while 

France became the country with the biggest total sum of GDPR fines amounting to    

€ 138.3 million.  

The largest GDPR fine of 2020 was issued H&M Hennes & Mauritz Online Shop 

A.B. & Co. KG by the Data Protection Authority of Hamburg reaching a total of 

€ 35.25 million. In the case the company had monitored some of its employee’s 

personal data, containing information regarding certain private life circumstances on a 

network drive without the employee’s knowledge or consent.  The information was, 

inter alia, used to evaluate work performances and make employment decisions. 

The Swedish Authority for Privacy Protection (IMY) initiated investigations of 

possible GDPR violations and finalised 53 investigations. IMY issued fines in 15 

cases during the year the total sum of which amounted to SEK 150 million. 



Pending decisions of 2021 to keep an eye on  

  

 The judicial review from Maximillian Schrems against the Irish Data Protection 

Commission (DPC) was settled on 13 January 2021. A judicial review is a procedural 

mechanism to counter governmental authorities and lower court’s decision processes. 

As a result, a 7.5 year battle over EU-US data transfers by Facebook could soon come 

to an end. The decision will hopefully determine whether Facebook’s Standard 

Contractual Clauses along with supplementary measures of protection is enough to 

ensure compliance with the GDPR when transferring data to the US and could be 

guiding for European companies and other organisations with regards to what 

measures need to be taken post Schrems II (judgment of 16 July 2020, case C-311/18, 

Data Protection Commissioner v. Facebook Ireland Ltd and Maximillian Schrems).    

 On the 9th of October The European Association for Data Protection mbH ('EuGD') 

announced that it had initiated a claim for damages against Amazon Inc. on behalf of 

a German Amazon customer, as a result of violations with respect to Amazon's data 

transfer practices to the US. In particular, the EuGD held that Amazon had not 

provided the claimant with information on the processing of their personal data, in 

violation of Article 15 of the GDPR. Moreover, the EuGD claimed that Amazon was, 

at the time of the filing of the claim, still collecting, processing, and storing the 

personal data of its customers and transferring them to the US on the basis of the EU-

US Privacy Shield. However, the EuGD noted that the EU-US Privacy Shield had 

been invalidated by the Court of Justice of the European Union in July 2020, in the 

Schrems II case. Amazon has claimed that they do not use the Privacy Shield as a 

transfer tool but does not seem to be using any standard contractual clauses either. As 

with the Irish case referred to above, this case could also help determine under what 

circumstances personal data can be transferred from the EU to the U.S.   

 



 

EU-news for 2021 

New Standard Contractual Clauses  

New temporary GDPR-agreement between the EU and UK  

European Commission launches process on adoption of two adequacy decisions for transfer of 

personal data towards the UK  

 The EU Commission will probably decide on new Standard Contractual Clauses 

(SCC) during 2021. A proposal was previously published for public consultation 

between 12 November and 10 December 2020. The adoption of the proposal would 

be a welcome update to the current SCC (last updated in 2010) that could be adapted 

to the world post Schrems II. 

 On 24 December 2020 the European Commission and the UK agreed to the EU-UK 

Trade and Cooperation Agreement which, inter alia, aims to regulate the EU-UK 

GDPR-relations after 1 January 2021 following the launch of Brexit on the same date. 

As of 1 January 2020, the UK is considered as a third country according to the 

GDPR’s definition. Transfers of personal data to a third country is only permissible if 

the transfer is made in compliance with the regulations in GDPR, specifically those in 

chapter V (articles 44-50). The agreement is in effect as of the 1 January 2021, and 

means, inter alia, that personal data can be transferred freely from the EU to the UK 

until 30 June 2021. The agreement in and of itself is not an adequacy decision but is 

instead a temporary solution pending a future decision from the Commission 

regarding the UK’s adequacy.   

 On 19 February 2021 the European Commission announced that it was moving 

forward with the adoption of two adequacy decisions for transfer of personal data to 

the UK. Over the past months, the Commission has carefully assessed the UK’s law 

and practice on personal data protection, including the rules on access to data by 

public authorities. It concludes that the UK ensures an essentially equivalent level of 

protection to the one guaranteed under the General Data Protection Regulation 

(GDPR) and, for the first time, under the Law Enforcement Directive (LED).  

After taking the opinion of the European Data Protection Board into account, the 

European Commission will request the green light from Member States' 

representatives in the so-called comitology procedure. Following that, the European 

Commission could adopt the final adequacy decisions for the UK. 



The European Data Protection Board (EDPB) Publishes New Guidance for Data Breach Notifications   

 On January 18, 2021, the European Data Protection Board (EDPB), published draft 

guidelines for data breach notification. The Guidelines provide information regarding 

how regulators should apply the GDPR’s personal data breach notifications rules. In 

particular, the guidelines describe six common types of personal data breaches 

(ransomware, data exfiltration attacks, internal human risk, lost or stolen device and 

paper documents, missposted data, and social engineering attacks), and offer 18 case 

studies. Through the case studies, the EDPB attempts to clarify notification and 

remediation obligations.  

 As a result of the Guidelines, corporations should consider comparing their 

preventative measures with the guidelines. The draft guidelines were open for public 

consultation up until 2 March 2021. 



GDPR News in Sweden 

The Swedish Data Protection Authority changes its name to the Swedish Authority for Privacy 

Protection  

Increased amounts of inspections during 2021 
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On 28 January the Swedish Authority for Privacy Protection (IMY) handed over the 

first integrity protection report to the government. In the report, IMY expressed the 

importance of a more clearly pronounced political program for data protection and 

brought suggestions for items that could be included in such a program.  Among other 

things, IMY proposed more concrete goals and efforts to strengthen individuals 

rights. The Director General of IMY Lena Lindgren Schelin commented on the report 

saying that IMY, in an effort to strengthen individual rights, will launch more 

inspections than before based on complaints from data subjects.   

More inspections in Sweden are also, according to Lena Lindgren, expected as a 

result of the EU-commissions statement that the harmonisation within the union needs 

to be further accelerated in regards to the handling of complaints from data subjects 

as well as when dealing with data transfers to third countries following the Schrems II 

judgement.  

Regarding Schrems II inspections in Sweden, the IMY has already launched six 

inspections during the fall of 2020 against Sinovum Media Ltd., Modern Women 

Media Ltd., Coop Sweden Ltd., Dagens Industri Ltd., Tele2 Sweden Ltd. and CDON 

Ltd. respectively. Considering the authority’s efforts to increase inspections it is a 

good idea for companies in Sweden to review their Data Transfers Agreements to 

make sure that they are up to date with the latest jurisprudence.  

As of 1 January 2021 the Swedish Data Protection Authority’s formal name is the 

Swedish Authority for Privacy Protection (IMY) and the Authority has a new website. 

The name has been changed in all regulations where the authority is mentioned. This 

means that companies have to update the name and contact information of the 

authority in their privacy policies if the authority is mentioned in it.  


